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, IPX/SPX, TCP/IP, NetBIOS,
AppleTalk, DECnet, SNA, Banyan,

NFS, FTP, Telnet, SMTP, POP2, POP3, HTTP(WWW), Gopher, NNTP,

SNMP, X-Windows, IP . NCP, SAP, RIP,
NetBIOS, Diagnostic, Serialization, NMPI, NLSP, SNMP, SPX IPX

WAN ATM

. ( : Frame Relay PVC)

WAN Options

Sniffer Pro
(export) , (Exporting Monitor
Data)

2-14 Ethernet
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(Global Statistics)

Global Statistics

Global Statistics

. (Size Distribution)

. (Utilization Distribution) 10% (0 - 10%, 11% - 20%, ... , 21% -
100%)

¢+ WAN Link (WAN )  WAN
DTE DCE Packets/second, Utilization/second, Errors/second

¢ ATM (ATM ) ATM . DTE
DCE Packets/second, Utilization/second, Errors/second
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(ATM )
ATM
ATM ( ,
Fiber STS3c, Fiber STS3c, UTP-5 STS3c, DS3, E1, E3, OC-3, OC-12
) ( ATM Book )
ATM , Monitor Physical Layer Stats
ATM Physical Statistics . DTE
DCE
Fiber STS3c, Fiber
STS3c, UTP-5 STS3c, OC-3_ L (pos)
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(Switch)
1
Switch Connection Setting
. Switch Configuration List Sniffer
Switch , Sniffer MIB
) , VLAN
Switch
* t 1 t
*
¢ 1 b
2-18 , Switch 3
o Module VLAN
- Module
- VLAN VLAN
VLAN
VLAN VLAN
. Properties( )
- Property MIB
’ Switch ,
Property ) ) )
- Alarm (threshold-based)
Interface RMON Statistics MIB
, , Sniffer
Pro Alarm Log . .
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5 Pusiiy ] B BaySreck AE02T . 2 dircern Pl Lot SRl Cigwm
[T k] ¥ EgpStace {EDI2T . 3 furcwen Pl ~ s CEATD Digen
[T d i BepSigel AEIICT o dirmrrn Bl b et C R lATT) D
= Fai1l -] B DspCimch |5DFCT -5 Aoy Ml Trlewnmi CTOHATT Dricrn
= Eal 1 C E| Dayhuck $50M2T - G st CGHACD [
= Pal2 r ) BayStach 450N - F LR S P [ T Civew
[ B B BaySiach 450137 - B Aoz P St SRS Cicen
- e - ] 3 Pispfiack ASDHIZT - 5 firmaie Pan T ChHACT Lip
= Pl
= Palb
e PaiT
= Pyl
B Paid
il AT P Az
A A G T 1] L1}
2l P D 1}
= Paz ] o n
W oz 10 n n
= Pk 11 o a
Pkt 12 b 0
Pogil & D 1}
Pt 3 o 0
= P J 3 o
- P |
= Poa b
P P = | s el

Statisitcs Properties
Module , VLAN
- Properties
«( l , Module
’ ) - Alarm
2-18. (Module )
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Sniffer Pro
alarm
log
, Monitor Alarm Log Sniffer Pro
2
7 . (Managing Alarms)
*
. outline

*

*

* Smart Screen

+ Physical Layer Statistics

Export )

2|

¢ (.csv) Comma Separated Value
* (.txt)
* (-prn)
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Sniffer Reporter Agent Sniffer Pro
Network Associates

Sniffer Pro PC  Sniffer Reporter Agent

, Reporter il

*
*
*
*

Reporter . Sniffer Reporter

Agent
Sniffer Pro Monitor .CSv
Sniffer Pro
local
Sniffer
yymmdd( ,
)
Sniffer Pro 60
Sniffer Pro Database
Sniffer Pro
Reporter
Reporter  Sniffer Pro , Sniffer Pro
. Reporter Sniffer Pro
. Reporter
Expert CSsvVv
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Sniffer Pro
Reporter , Database > Options (Sniffer Pro
Database Options ) Database

. Reporter

LER = mximy *
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3. (Capturing Packets)

, Expert (display)
Expert Tools Expert Options
Expert During Capture

, Sniffer Pro
display ,
(packet display). Display Expert (Expert display).
Packet display = Expert display 4 , Displaying Captured Data
Sniffer Pro capture buffer( ) ,
capture filter (toolbar)  Capture capture controls
capture panel
, Expert Expert
. Expert
(Capture Controls)
Capture
. (start), (stop), (pause)
*
*
*
3-1
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= .

|— b '||| plﬂ'hlniihl X [Cetau

3-1. Capture Controls
Sniffer Pro Capture
+ Start/Stop Capture - F10

+ Stop and display capture - F9
+ Display a stopped capture - F5

(Capture Panel)

. Gauge )
‘% . Detail

Gigabit Ethernet ATM Book , Channel Info
Ethernet ATM

SnifferBook Ultra, Full Duplex Ethernet PCI card Fast Ethernet Full Duplex Pod

pod
, Capture Capture Panel EI
(Packet Generator ) . Tools
Options Workspace , Capture Panel

Docking View Sniffer

LER = mximy i
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3-2  Capture Panel

\Gauge ) Detail )

. =
4 | 3

3-2
(Capture Buffer)
(capture buffer)
(trace files).
. Sniffer Pro
Define Filter
Capture Define Filter , Buffer

LER = mximy
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(wrap) ' . Save to File
Sniffer Pro ’
RAM : Py I
Eitbﬂﬂlﬁ |
Less _I—_ kdor= |
Whols Packsl |
Capturs bufler |
F Save to fle |
Direcwny: ﬁmm J |
. Fllenams F aphure Hhursber af | |
( - FH_I'IHI* names [ Weap ik names ||
' s | #+ | Profles, |
' ( b
3-3
Large Capture Buffer Sizes
Sniffer Pro
40 MB . Windows NT Windows 2000
256KB Sniffer Pro PC 50%(
385 MB)
, 256 MB RAM PC 66 MB
Sniffer Pro , 190 MB RAM
190 MB 50%, 95 MB RAM
Buffer size )
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Sniffer Pro

NO_MORE_SYSTEM_PTEs
Windows NT Windows 200 ,

1. Start/Run regedit Registry Editor

2.
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Memory
Management\SystemPages

3.

4. 10 50,000

5. OK

6. Registry Editor

Capture failed: Decrease the capture buffer size and try again

Windows 2000 . ,

1. Start/Run regedit Registry Editor

2.
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\Memory
Management\loPagelockLimit

3.

4. 10 65,000

5. OK

6. Registry Editor

Buffer Save to File

, Number of files 5 Wrap file names

, 6 . Wrap file names
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..z
- Monitor Host Table
Matrix )

3-4

I-'__ Host Table: 118 stations

91CD4D
D TABFS
727z 2 2 1EE 186
2| B sun 237278 13 12 1888 7a
Kl B Sun 126 98F 6 7 £32 1076
— | B sun 126881 72 59 sl s
I | Bl Novel4CE0AS 12 12 agr] e
8 || &L netBlOS b a EE p
< (|EneC 100027 6 [ 04 184
—I F1NGC  0DD4E3 16 13 1040 Yasa
$5|| 2 noc oocadz o 1 i S
|| B neC opasze B & e i
Loy MG ONEETR 1 = G e [:J
&l " | :
ey
— 1. AH0IM ME(REMOD Hi) Snitfer Pro2l F QBI0|LE Capture Panellld K
2. BH HE 2 I=E B & U
3-4.

(Capture Filters)

(filters) ,

] (capture filter)
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5 , (Defining Filters and Triggers)

(Capture Triggers)

Sniffer Pro
5 (Defining Filters and Triggers)
Expert (Expert Options)
Expert . Expert
Expert (Expert Layers and Objects)
, Expert Expert
. (Expert
osl . J)
Expert
* Expert
Expert
Expert
. , Expert
Expert object
- Expert

LER = mximy “
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. , Expert
+ Expert
- , Expert
, Expert ,
, ( object
)- , Expert
. Expert enable/disable.
- , Sniffer Pro Expert
Expert
- Expert object, symptom,
diagnoses . , Expert disable
Expert , Tools Expert Options
. Expert Options Objects . 3-5

LER = mximy “
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Analyze

Expert database
No , Expert object
Exgert Ul Dhgect BB BY
Subnet Masks || | 81l dptiara
, (bjecis ] 1 Protocls
Sniffer Pro
Expert 106K AXK
Applalon e 1INE] ENEF
ET] by 10NN BN -
Coreechmn Yes 1000 14248 — object
Shation e 100 7O
[ T4 Ve 103 51
el uz 100 91¥
e Corrackan az L g
' Link: Faz i B |
Toial Exl arsay L2 BT,
F Exped During Cphae [k Lipcnin Moie joect [ 1
¥ Recpols Expest Qhpsct RAegaring Asds ieck &
dlarni
Bl e | 1000 Expert
ww N\ =t | EETRN
, Expert Expert
* . , Recycle Alarms
object » Expert
object
* , object ’
3-5. Expert
Expert (Expert Thresholds)
Expert Expert
Expert Tools Expert Options Alarms
. Alarms 3-6
Sniffer Pro
Alarm severity level  alarm log 7, Alarms (Managing Alarms)

LER = mximy “
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Expert Expert /

3-6. Expert

(Protocols)

Expert Expert

Expert

Expert , Tools Expert Options

Protocols . Protocols 3-7
Protocols Expert
+ ’
Analyze Yes ,

No

LER = mximy

45



Expert

3-7.

TCP/IP

(-)Sniffer

TECHHOLOGIES

Expert /

e -

Analyze
Yes
No

Enstis i |

o el |

Cowel | & |

Heo |

Expert

Expert

(Subnet Masks)

IP

. Expert

Expert

Expert
, Expert
Expert

, Expert

LEF = mximy
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Tools Expert Options , Subnet Masks ( 3-8).
Add . IP Net Address IP
n.n.n.n . n 256 . Subnet Mask
IP , Apply

IP
/
= | e
3-8.
RIP (RIP Settings)
Expert RIP(Routing Information Protocol)
RIP
. RIP Expert “ Route” ,
RIP ‘ disable’ (
: )
Expert
, Expert
IP [0.0.0.0] - ( MAC
P J) RIP Expert

LER = mximy “
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, RIP Expert
Expert RIP
Expert Properties dialog box Objects Analyze . RIP
sits above UDP; RIP UDP . Sniffer Pro
UDP ; ,
RIP ‘ disable’ Tools Expert Options
, RIP Options . RIP Options 3-9
RIP

* No traffic analysis (RIP disable) RIP Expert
* Full Traffic analysis (counts and analysis)
* Traffic Counts only

Expert
Obiects | adares] Frotcools | Subnet Mask:  FIP Qeieds | 60211 Dotiors |
|Fl.lll-ull: sngyrr foounts snd snelmin] ﬂ |
— Dover  Soure |IPédtes  [MACAdSes |e]  pgip s
’ oot i ol THZ3.101 & 005ICTICESDE — — 1
Pltwoek | 19231013 QA0ANOETCCC Dghi=
Pistwnek | 13231015 (200000C00ED — 1 |
Mstwosk | 1828101 4 (300000000
Mgk | 75251011 I20N0100XI=E1
Expert
RIP Exper"t
Subnet Masts
P
Source Expert
3-9. RIP
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802.11
802.11 Options Expert rogue access point
. Enable Rogue AP Lookup , Expert
, 802.11 Options
MAC . 802.11 Options
, Expert Rogue Access Point . Expert
rogue . (Rogue Expert Summary
Detail )
3-10  Expert Options 802.11 Options
Add AP Ewpueni U] Uk ol Frogpeies
Obiects | Marre | Protocols | Subret Masks | AP Opbors 995211 Gpbon |
Ernzan Access Poals i the Network
Wad fud e I fd &P
OOZ00=4060 —l
__ Dewe |
Expert
MAC
Expert \
¥ Ensble Flogus &F Lockup
RogllJe Expert
Expert Rogt:le Access I O I Carcal I Expoly ] Help I
Point .
3-10. 802.11 Options
Expert rogue )
MAC Expert
MAC
Expert rogue
1. Tool/Expert Options Expert Properties 802.11 Options

802.11 Options
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TECHMOLIDGIE 5

2.
MAC
. Add AP
802.11 Options MAC Address
MAC MAC Address
. 16 . (12 , 16
)
16 , © Access Point 16
MAC , IP Address IP AP
, rogue ,
Expert MAC
Step Step
3. 802.11 Options Enable Rogue AP Lookup
4. Expert Properties OK
Rogue AP Lookup OK ,
Expert MAC 802.11 Options
MAC , Expert
Summary Detail rogue . rogue AP
Rogue Access Paoint
Access Point 16
16 )
, MAC
, Expert
, Expert 16 MAC D ( , 16
0020d8014060 Expert Netwav014060 )
’ Expert 16

16
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2. Expert Outline Wireless
Station Function Access Point
Detail Summary
3. Detall Wireless Address
MAC 16
ID
4.
16

LER = mximy
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(packet display) Expert

(Expert display) Display
Expert ,
* Stop and Display’ |i|
‘ Display’ E.] . File
Open
Expert , Expert
. ( Expert Tools
Expert Options Expert During Capture
)
, Expert
, Expert

, Save Expert Objects
Load Expert Objects )

Expert

Expert Expert
. Expert Expert (Expert Options)
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As

Triggers)

(Display Filters)

object, symptom diagnosis
Expert . Expert
, (filtered n)
Filterd n
File Save
) Save As
5 (Defining Filters and
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(Packet Display)

, Sniffer Pro
(protocol interpreters)
. Sniffer Pro 200

Decode, Matrix, Host Table, Protocol

Distribution, Statistic, Expert
Matrix, Host Table, Protocol Distribution, Statistics Display Setup
General Post analysis tabs ,
Expert Expert tab
(Decode Tab)
3 summary, detail, hex 3
* Summary
* Detail summary
Detail : : 3
Sniffer Pro detail
(-) . ’
()
* Hex 16 ASCII( EBCDIC)
Summary , detail
, 16 (octets) hex
4-1 (Decode display)
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IE: - D=[L70. 140 4 €] 5 E1.63.22.13] LEH=40 - I0=2

[ 'T‘('_P
- 477
s < Foon b
LT s = R17405004 ﬂ

QoO000000: 00 00 0= 0F a= 1B 00 =0 4 a2 7h 23 048.00 4F
aoooonln: 00 S =R EO 0F 69 mz sl 45 1h Od ms |
00000020 04 04

00oooosn: . g

HM(detail) B2 2 ZHA 2 H=E HMiHhex) BE UME TS 167152
m2le| IHES IES OASY0| o, ASCII(E2 EBCDIC) BH2Z HHE
4-1.

(Navigating the Display) : (key)
, Display

Page UP

Page Down

Cursor Up

Cursor Down

F2 Summary

Shift+F2 Summary

Control+F2

F3 , ,
Alt+F3 Search Packet

F4 /
F7 Summary

F8 Summary

(Selecting Packets)
Sniffer Pro summary
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*
*
. , F2
(Setting Display Options)
. summary (
)
¢ Summary ( )-
*
* Summary
. summary
¢ Detail
Display Display Setup
4-2  Display Setup
Display . Expert Summary Detail
(Host Table, Matrix, Protocol
Distriytion  Statistics)
Decode .
I_ Decode
Gt Surrwnaip Diglay | Prossesl Color | Profcal Exvand | Diacads Fart |
_E 5 i ESa I S5 Injpdoims e
Summary 0 ﬁl.niﬂmﬁ |
| & ey ]
] b8 Drimcdap Warwdod 101 on W ac Sddres:
Bl Fesolve Mamie onMesonk sddes
E s Addtis Bosh W igihdha neins
|-| | T P e B | _ﬂ ALL
Summary b oochue padducads
1 None
I & o
o HERP :I 4
;g.-:. : e mnlmen LK H:...I
2L DDE
SliFg 0] e =] Summary
Two-station I
[ oe ] eem |
4-2.

LER = mximy
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Summary
4-2 Summary
Show Expert symptoms ‘ Enable’ , Summary
(symptom)
Show all layers ‘ Enable’ , Summary
‘ Disable’ ,
Show network address ‘ Enable’ , Summary
. * Disable’ , Summary
(DLC)
Resolve name on MAC address ‘ Enable’ , Summary MAC
Resolve name on Network address ‘ Enable’ , Summary
Use Address Book to resolve name ‘ Enable’ ,  Summary (Address
Book)
Two-station format ‘ Enable’ , ,
Status (flag) . Status
Summary
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Absolute time

Delta time

Relative time

(Len)Bytes

Cumulative bytes

Two-Station
, Display Setup
Summary Display Two-station format ‘ enable’
Display Display Setup
Source
Destination . From xxx  From yyy
Summary (Status flag)
error, symptom, diagnoses
, Summary Status
. LAN Status
LAN . , Status [1]
, LAN 1
. pod(SnifferBook Ultra ) (Full Duplex
Ethernet PCI card ) Status
pod card . , Status [A]
, pod Port A
SnifferBook DCE DTE

Packet over Sonet(PoS)
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Summary Status
oM ,
* A pod Port A
*B pod Port B
«H# symptom diagnoses
+ Trigger event filter trigger
+ CRC CRC
+ Jabber CRC
+ Runt 64 bytes(4 CRC bytes ) , CRC
+ Fragment 64 bytes(4 CRC bytes ) , CRC
+ Oversize 1518(4 CRC bytes ) , CRC
+ Collision Collision
+ Alignment 8 bits
+ Dup Address Ring(Token Ring)
+ Frame Copy (Token Ring) ( )

ATM

+ AALS Length
+ AAL5 Max Seg

, ATM

AALS5 length error

AAL5 Maximum Segments error

+ Timeout Timeout error
+ Buffer Buffer error
+ Unknown Unknown error
* AAL2 0 STF ; complete CPS-PDU
¢ AAL2 1 STF ; OSF 47 )
OSF Octet ,
, complete CPS-PDU
¢ AAL2 2 CPS-PDU (overlapping) CPS-Packet
octet STF
; OSF 47 , OSF
octet
+ AAL2 3 STF OSF 48 ; complete
LER = mximy *
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CPS-PDU
+ AAL2 4 CPS-Packet HEC(Header Error Control) Code  CPS-

Packet ; CPS-PDU
+ AAL2 5 CPS-Packet Payload(CPS-SDU)

“ Max_SDU_Deliver_length”
+ AAL2 6 CPS-Packet , CPS-Packet
¢ AAL2 7 CPS-Packet , CPS-Packet
+ AAL2 8 CPS-Packet uul “ 28" “ 29”
+ AAL2 9 CPS-Packet CID SAP

AAL2 IP 0, AAL2 IP 1, AAL2 IP 2 AAL2 0,
AAL2, 1 AAL2 2 , INCOMPLETE PACKET(IP)
, ) AAL2 ATM
*+ AAL2IPO STF
*+ AAL2IP 1 STF ,
¢ AAL2 IP 2 CPS-PDU (overlapping) CPS-Packet
octet STF
Decode
Decode , ,
. Sniffer
, , (status flag), Expert symptom
diagnosis
Decode
. Display Go to Frame
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Find Frame . Find Frame

+ Display Find Frame

+ Decode Find Frame

+ Alt-F3
Find Frame 4
* Text — Text

+ Data - Data

¢ Status - Status (status flag)
+ Expert — Expert Expert symptom diagnosis
Find Frame Text

4-3  Find Frame Text

Ted | Cihe | Stonn | Evpet |

Gmanck b=at
_— |w:r-i¢.~_r\--:m-;rr ﬂ

Decode LR P .
() S hom i Ay et i Tialadsm
= Dt g ™ e

—_— [tk ek
Seech Dimclon: ™ jjp & [iman
[ ] cewa |
4-3. Find Frame Text
, OK
, Decode . ,
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TECHHMNOLOGIES

F3

, Find Frame Data
4-4 Find Frame Data
Data Packet, Protocol offset
Fimd Fipmme ﬂm
Tea Dok | sushe | Eofen
From [Facks | Qe | F:ﬂ.u_—ll-'m "'I
| o afz2[a]a[s[afa|a[s[a|n]elale|]
4 17 |70
2
SeachDisdir: © |p & [lown el Dists
ok | Cancal |
Summary
4-4. Find Frame Data
1.
- Summary
- Detall
2. Display Find Frame (
) Find Frame
3. Data
- Summary , Data
— Detall , Data
4. From Don’ t Care
5. Set Data
Set Data - ( 4-5)

PGP RESETBUIE
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Cet Data EE

————— IC Header -—--—-

Frame 4 arrived at L7:54:37_0240; frame size is j
Destination = Station 51ilGralZ0FD2
Souroas = Etation DEC QOEREC

Erchercype

- Wers=zion = 4, header length = Z0 bytes
: Type pf serwice = 00

ooo. ... = routine | st
>|

oK | Cancel |

4-5, Set Data

6. Set Data OK

Find Frame
7. OK

, Decode
F3
, Data
(status flag)
Find Frame Status , Status
4-6 Find Frame Status

Test | Daln  Statur | Evpet |

|

i
|_JFragment
|

R ) ;I

——Geach Diechiore " g & Doy

4-6. Find Frame Status

LER = mximy
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, OK
, Decode
, F3
Summary
Expert
Find Frame Expert , Expert symptom
diagnosis . 4-7 Find Frame
Expert
Expert
Tes | Data | Stsus Evpot |
Seach pomplom o disgrcaiz sring
|IP Fragmant Misirg j
= SemchDsecton © lp & Jipen
[ ok ] coes |
4-7. Find Frame Expert
Expert , OK . Expert
, Decode
, F3

(Using Protocol Forcing)
Sniffer Pro

(analyzer) Tools Options

PGP RESETBUIE o
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TECHNOLOGIES

Protocol Forcing - ( 4-8)
"force from"
, Skip xx bytes . ,
Then .
1 plisn HE
WAL Thiestold | Ao Thmsbold | Admm | Proiccok Protood Foseing | 4] »
Bz ~ Rulle Ol on
EHul 1 N | <Feame Stets ;i
Ruke 2 If
. T ] w 113 w s
fiuke d
Theen || rienct Frosacel =l
"force to"
Skip xx bytes
oK Concal offset
4-8.
(Matrix Tab)
+ LAN , MAC, IP P , IPX
IPX
+ WAN , Options
SDLC, , HDLC IP , IP
IPX , IPX
. (traffic map)
. (matrix table)

- Outline table

- Detall table

PGP RESETBUIE
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, Packets
. 10
. 10 (%)
, MAC
P IPX
4-9 ( )
MY HOlE 22 MY HE(OeE HH] THE)
THY HE HI

|
Iﬁfﬁgi & | !ﬁl'_r_ut--m:z ATFELE

BMOZ BRI

s o 8 —S

SHy e §)

(HIOIE SIIMMBE i)

e HoiE 823 Hiss® ®EH 290H)
ETTE i ol
MAC ha e o [ e
MAD, 1P, BiE o 10 T3 = atal B (0E037ICEATS - Broadoast

I ME dE 1060373ICEATI - NelBIOS

001 OFEAFSROD - DOCO4FASZR 22
00CO4FA3/BES - Cisco OFACIE
Compagb0eF 49 - Broadcast
(OEMEECTAFE -

Cizzo O7ACTE - 01005E 000002
001 0FE&F3B00 - This station

001 OFEAFSROD - 01 005E0CO000A
N0A024E 95FES - Broadoast

% EEpen f Decode #, Matrl: f Host Takie f Protocol DIt ) Stetisics 1

4-9. ( )
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(Host Table Tab)

+ LAN , MAC, IP IP , IPX
, IPX
+ WAN , Options
SDLC, , HDLC P , IP
, IPX , IPX
*
- Outline table
- Detail table
, In Pkts
. 10
. 10 (%)
, MAC
P IPX
4-10
67
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MAC, 1P, 22 i
IPX & M4

TRES HES
HHE (+) I8
=2, =N
(-} 7128 8%,

il

4-10.

L

TECHNOLOGIES
o KE B g
AR s 2 (BT I XEE)

=4l HIE =223

06097513

I M= 53

Sniffer

Broadcast 426

HIEHE 2Z=AE
BMOF MBI,
(ERDIE BJIB! Jhs)

4395

155

| 4278

Cisco OFBCTE 330

30356

CompaghBF43 0

OOEMERCT4FE D

Bndos_Group_ad: 120

Thiz zlztion 10

(T0CEECOOO02 RO

OoEEOO0s &1

PGP

net

() I X| I S
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(Protocol Distribution Tab)

Protocol Distribution ,

) IPX/SPX, TCP/IP,
NetBIOS, AppleTalk, DECnet, SNA, Banyan,

NFS, FTP, Telnet, SMTP, POP2, POP3, HTTP(WWW), Gopher, NNTP,

SNMP, X-Windows P , NCP, SAP,
RIP, NetBIOS, Diagnostic, Serialization, NMPI, NLSP, SNMP, SPX IPX
. Sniffer Pro
4-11

TN AE 20wy o 2 52

HItIE =3I = W= ]

'r" — oii L foiEE ADYSE BaoE
L '-'-E' .gfi PRI (HIOIE 515 Jps)

o HE K3 3o ®y i ==

Pt T e

diE C2ZEH0]

5] Snif2 - 17572 Etheinct framcs =] 3

[ reHio: Il Others

B icvP B HTTP

ERpel: P Denas p ey Host Tape b, Protocol Dist. /& Statistics o

4-11. ( )
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(Statistic Tab)

Sniffer Pro

Statistics

Export (spreadsheet)

4-12 (Statistics)

HoHE
LOH=AE
FHEE
SR

4-12.

LER = mximy &



Ry Oniffer

TECHHMNOLOGIES

Expert
Expert Expert . Expert
Expert , Sniffer Pro
. Expert , ) )
Sniffer Pro
(symptoms) (diagnoses)
* Symptom )
* Diagnosis ; )
Expert
Expert ( ) Expert
Expert 5 .5
4-13
* Expert (Overview) (1ISO )
Expert « , )
, Expert Expert
Expert , Expert
* Expert (Summary) Expert
Expert
. (protocol statistics) Expert
. Expert )

LER = mximy g
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. (detail tree) Expert
. Expert
* Expert (detail)
Expert B2 (overview) Expert 2% {summary)

|65 0.24]
3653024
thkise [FEEI01H

|36.55.0.20]
|65 20]

=18 Malaba 7653033

- BOB0R3A8T

- 020701 D00

LEEE BE s _ = E2(Datail tres) Expert =24 L9
4-13. Expert

Expert

Expert

+ Network object

+ Symptom diagnosis
Expert Summary object, symptom diagnosis
Expert Define Filter ﬂ Expert
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Expert
Filtered xx , XX
object, symptom diagnosis
object Filtered
( L)
) . 31- 34 ,
30 35 . Save As
, Sniffer Pro
Expert Filter
Expert
+ Broadcast storm symptoms diagnosis
object . , Define Filter
, Expert
*
No frames are eligible for display
- object
- object
Expert Filter
Expert object
¢ ’
Novell Netware Expert , Expert NCP
(connection maintenance)
+ Connection object ,
Expert connection
object
. object , TCP

(continuation frame)
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(Displaying Context-

Sensitive Explain Message)

Expert Expert

F1
Expert
, Expert /
(?)
Expert (Rearranging Expert Display)
Expert 3
.5 ( 4-13)
* Expert
. Expert
4-14 Expert
Expert , Expert

ﬂ Tipip.cap . 1/ 183 Tokesfing Iramss

L] Ll ol ]
BT 150 S % 27 Trea i CHP Post Urdeackabls
[ R e L R ] i LHF Papt Uraeso bl
BT 150 A T METrs Winay CHF Post: Ureeaschabls

Expert

- ( Objects
( 4-23)

4-14. Expert
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Expert Objects

, Expert
Expert object

, Expert object

Save As
Expert object
, Expert object
Expert objects

Expert Objects

Save Expert Objects

Expert object

, Open Load

Expert object

Expert object
Save/Load Expert Objects

+ Expert object .CAP

+ Expert object

Expert

of the Expert Database)

) Expert
.CSV(comma-separated values) . Csv

Expert

. . Expert Export ul ,

4-15
. : Expert Data
Expert
Expert (Expert Analyzer Output File

Format)

, Load Expert Objects

(Exporting the Contents
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Expmit expert ohiccts

irr_[iﬁ"i' ﬁll_: formal :

;]95"]925
1990925
Expart HIGIEHIOA2) ZIJExpcrtDatu
FEE WEEE AT — EImedate cov
I MY HEE 1E

1

e

Sy

TR

A L e P

S

e

TR T R R e T

CEY ME EE
QI Ot Expert
HIoiHHI0 L0 BEE
=g

2420l W3 HiE
Expert 2E20 %=
2 HUHl HE.

4-15. Expert

Expert
Sniffer Pro Expert
Expert Data
Log Expert Data ( 4-16).
Database Options

data

Liokease |

Expert

Bais Ty
T Eseice
I Hosl Tabke
= nasinc

Ligndiute lrriorusl

= [~ g T fala]

T i i il il s e

& 1N Apgpadon Moiponze Tes [}

sl

v clagis| il

[ o ] cewa |

4-16. Expert Data
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Log Expert Data , Sniffer Pro Expert
Ccsv
Sniffer Pro
ExpertData . (Select Settings
)
) Local-2 ,

\Program Files\NAI\SnifferNT\Program\L ocal-2\ExpertDatalyymmddhhmmexpert.csv

Sniffer Pro Windows NT Windows 2000 ,
Windows 95/98 \Program Fiels\NAI\Sniffer\Program\...

yymmddhhmmexpert.csv

Y= , mm= , da= , hh= , mm=
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(filter)
(trigger) Sniffer Pro
(Defining Filters)
Sniffer Pro
. , (monitor
filter)
‘ b
(capture filter)
’ 1
(display filter)
, (Profile) , ,
(Monitor, Capture Display
Select Filter ) ,
. Filter Profile
, Monitor, Capture Display Define Filter
Sniffer Pro -h-l . Filter Settings
¢+ Summary
78
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+ Address
+ Data Pattern

+ Advanced , )
+ Buffer
+ WANBook WAN SDLC, X.25, Frame Relay, HDLC
WAN
Options Encapsulation( )
+ ATM ATM VPILVCI VPIL.VCI
VCC . PVC
¢ ATM ATM Station Address ATM
SvC
¢ Gigabit Ethernet
auto-negotiation filter GB Ethernet
¢ Full Duplex Ethernet
, VLAN Protocol Forcing Full Duplex
Ethernet
Filter Profile
. Sniffer Pro
(filter profile) Define Filter (Address,
Data Pattern, Advanced, Buffer)
, IP Sniffer
Pro . IP
Address IP Advanced
Select Filter
, Define

LER = mximy K
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Filter Define Filter Settings For
. Define Filter Summary
Filter Profile
Define Filter Profiles
New
, Define Filter Settings For
, Select
Filter ) )
1. Monitor, Capture Display ( )
Define Filter
2. Profiles
Capture Profiles ( 5-1) ,
Py
eaet |
Dl
E-Buzinmss Segrent
RN Taunk.
Toohuen Ring MALC b |
Cledate |

5-1. Capture profiles

3. New
New Capture Profile . ( 5-2)
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e
[Sandaose Tk Cancel |

= Copy Exswg Pactibe

/ |:r.l: -'-l'\‘"- :I
Sniffer Pro € Copy Sanps P
Focke |
5-2. New Capture Profile
4. New Capture Profile ,
(Copy Existing Profile ) Sniffer Pro

(Copy Sample Profile )

5. OK
6. Capture Profiles Done

Define Filter Settings For

Define Filter

(Address, Data Pattern, Advanced )

Sniffer Pro

New Capture Profile ( 5-2)
Copy Sample Profile
IP IPX , FDDI LLC, Token Ring MAC, Token
Ring LLC
Define Filter Settings For
, Summary . Summary
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(Filtering by Address)
10

, Filter Settings Address

5-3  Filter Settings Address

“nown AddressMAH BIE TDUE FE52 2H09 100L PEOZ FLE HIE
LAHOMME 2 BFE B0 # EF piae & oS
<nown Addresse Brosdeoast Address, Host Table,

"E Address Book¥ld HHE

Filter Setlings

F=4E D=9

Fo(BHHIES

1684 f@) Ei=

HEHI 1P,

IPX(4 S8) & Ay

=4m HEg FI_IE BrondoastMullicast Address
1§ Hast Thle
B85 Address Book

TEEE Fam Lt Tl o 21

mElEs HRAUE

SIOIT), ML

HPIL| HE8,

Dir SME S0 Edjbe OF UZs M B, W2F ZEMH LHE FEID] A 25

5-3.
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(Filtering by Data Pattern)

, Data Pattern

) AND, OP, NOT
20
2
*
*
*
32 (Octets)
, . Data Pattern Add
Pattern Set Data.

Data Pattern

Data Pattern )

5-4  Filter Settings Data Pattern
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HzE G
MEE o= I,
EE

ANDE OR ’
MBI =5 Ha2s ANDIOR NOT @MIIE Ha, 1|
HE M8 E3 RHEME mapiym  NOT ST e i 2=

5-4.

Advanced

, Sniffer Pro

/PGP RESHBBIEL :
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Sniffer Pro CRC ,
Packet Types

5-5  Filter Settings Advanced

W APFLETALE BRP
w YT APOLLD
% DECHET

: e - e
L MelBEL

L= YE
93 CEEMES
T, HAEE
RE DEEER
BHL RLE
HIIEHN TR

SHBO0ME B 3018 12, WEHUGYE M2 SHES 13,
HItle DE MAHES MKW THE.

5-5. (advanced)

Buffer
(Capture
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ATM VPIL.VCI
PVCs(Permanent Virtual Connections)
, ATM VPL.VCI . 5-6 ATM.VPLVCI
PVC
VPI.VCI Proto Type
signaling
Include, Exclude ATM Book . ATM Book PVC
Include
5-6 PVC VPIL.VCI 0.5( ) VPLVCI 0.16( ILMI
) . Proto Type SPANS, VPI.VCI
1.450 PVC AAL5, 0.17
Y88 EdlE
SELE e
JH| LA AP
HEOHYH
Filter BEE
ALE
ezt Tl
Addres= Book

1] 16
17
i 451

THO TREAFILE THLLLIATE DHe PVCY WP VCIsVRILWCIE 310,
VPRI WE BEE ME.
M PYOH I25E ZHE HEWAET, Prote Type HEE UE.

5-6. ATM VPLVCI
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ATM

SVC(Switched Virtual Connections) PVC
, VPI.VCI ATM
. ATM Station Address

, Profiles

5-7 ATM Station Address

Krnown Address SEMY 212 BAUE F4L£8 AHDNM 1 T=
A0 2 BN W EE,

Krnown AddressE Broadoastsh Well-Know Address,
TAE M08 B Address BookMM JEEHELDL

JHE el Eroan Sddiees
B fodiess Boak,

LEsE F00 oe
e ZE0E
R D= TR
HEE 4%

Dir S48 S0 BNy OF Wes M i, WEE HEW UWHE 200 #Hol 25

5-7. ATM Station Address
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Payload (ATMBook Only)

ATM Book )

Define Filter Payload Filter

48 ( 53

Defing Filex

v

H .Eﬂ i — o
I,

__,_,..-h-"'" - [PET) SEEOR POLL send 2eg num HIPST =
AEg 4 Y=

payload
THEE0A M=

WEF HEE FIE + = 0 28 297 30 0 25,

Decode CIAZ20I0L THYUS MR & 3ICN, HSuE TUYE IE2Z2 S31E.

5-8. Payload Filter (ATM Book )

WAN/Synchronous

WAN/Synchronous (probe)
Setting . Options

+ SDLC

* X.25

+ Frame Relay
+ HDLC

Filter

LER = mximy
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. , HDLC/Router/Bridge
HDLC (Information Frames), (Receiver Ready)
(Reject)

5-9  Filter Settings HDLC

Eoo=
Ig2e S
g8 103,
BAE RE
G RHEES
Gi0|EH
DHE.

5-9. WAN/Synchronous
(Triggers)

. Sniffer Pro

- (start triggers)
- (stop triggers)
- (start and stop triggers) :

, Capture Trigger Setup
5-10 .
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Start Trigger

Sniffer

TEEGHMUOLLDGIES

Trigger Selup

Sl Trigger

¥ [Enable

|0 et

Caplure Fier: | el

S iop Trigge

i Epsble
0 el =] Deine |
Capties |0 packats siter tiep ioost hapeanad

™ Eusinmeatically re-shait caphss After stop

—1 Aepeal Mods

[ = ]

Cancel |

5-10.

Stop Trigger

LER = mximy
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6. (Address Book)

Sniffer Pro )

IP , ATM .

, Tools Address Book ,

M4 0t
SENETHER 05097 37 AESE | IF111.11.1
UEE Fi SETHED D204F2 ATE111
HE S (ETHEE PR 215
HRE S
A
0iE ERg [‘
undo® redo
F4E HED HOIEQ Wes P E40 TH DE 1§28 A
HE #i ALYSLE BYoz HE iE &Y
6-1. (Address Book)
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Address Book

New Address Al

, Tools Address Book ,

. New/Edit Address

, 6-2
"' an [FrameR elay)]
0 HEE &0
Hoo U288
L]
R - oo
0.000000000000 ;;degtype}
+ Waorkstation
+ Saryer
« Fila Sarver
+ Printer Server
+« Router
+ Bridge
« Hutr
6-2.
Medium
Medium , topology , Address Book
Medium Address Book
Sniffer
Medium HW Address
, Medium Ethernet , HW Address 16
Ethernet , Medium ATM
(Connection) , HW Address VPI.VCI
- 92
PGPRESRIPRIE]
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Sniffer Pro (NetXRay WebXRay ) Sniffer
Pro
Ccsv , Sniffer Pro Program Visual Basic
5,000
, File Run Script . Sniffer Pro Program
, Open . Open .CSV
Open
Sniffer Pro
. P , , (domain)
. NetBIOS (MAC )
+ IPX Netware (MAC)
+ Signaling channel ATM
Netware MAC , DOS
Netware userlist /a . Sniffer Pro

(login user name)

) autodiscovery ~
Auto Discovery . Discovery Option

) - ( 6-3)
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e A Sl EM (P LCEo
ETEEIEES g vt odiscovery Options : SOl WYE A
P LCel ORIl BBt M=
CHIO WS

TEET RS

=1

MEY S
EYmE =
[y el
MetBI05
LIRS Ohsot
M 25

AEU A
EdUE st=
iPX ekl
Metwara
FH HEE
HM0E 2

FAOHLE 34

M I
GO LHE
b A0
ATM FL8
i -

6-3. Autodiscovery Options

Sniffer Pro
J P
IP . P
IP , IP P ,
) , Type Router
Netware 4.x
Novell Netware 4.x , Netware
- (
)
1. DOS

Nlist user /a > \install-directory\program\xnovell.txt

LER = mximy »
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2. Sniffer Pro File Run Script
3. ImpNovAddr.bas , 1 novell.txt

Gigabit Ethernet
Gigabit Sniffer Pro Sniffer Pro
Sniffer Pro

Gigabit Sniffer Pro

+ Any IP address on the network Any IPX address on the network

Gigabit Ethernet PC
+ Range (IP address) , Sniffer Pro PC  Gigabit Ethernet
Ethernet
Range (IP address) , Gigabit Sniffer Pro
IP ping . Gigabit Ethernet PC
+ Any NetBios address on the network Gigabit Sniffer Pro
Full Duplex 10/100 Ethernet Snifferbook Ultra
Full Duplex 10/100 Ethernet Snifferbook Ultra Sniffer Pro
Sniffer Pro
, Full Duplex 10/100 Ethernet Snifferbook Ultra
. Full Duplex 10/100 Ethernet Snifferbook Ultra
. Stream

¢+ Any IP address on the network, Any IPX address on the network Any NetBios

address on the network Stream
+ Full Duplex 10/100 Ethernet Range (IP address)
, Sniffrbook Ultra
Full Duplex 10/100 Ethernet Range (IP address) ,
Sniffer Pro PC  Full Duplex 10/100 Ethernet
Ethernet . ,

LER = mximy *
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TCP/IP . Range (IP address)

FDX Sniffer Pro P ping
Stream

Expert

Discovered Address

Expert

1. , Expert

2. Expert Discovered Addresses £
Discovered Address . ( 6-4)

Dixcovered Addrexses

Skl addresses for updating teAddness ook
Mame | Hiw Addiesr VP Addiesy 1P Addrsss o Demenplion ;

ML SELT 161EAF.. From Protgcod Inlepreter
HJS0L2 161 EA.F. From Proti ol Inledpreter
STUARTH-FC 161691 From Protacol Irlempreter
DOUEBLECHEESE 1169 From Progacol Inleip eter
BIGMAC 11691 From Protacdl Inlempreter
FaSTOME 1B B35 From Protacal Inlerpreter
QUAATERPOUMDER TEL.E30. From Protacal Inlerpreter

Select Al I HE Ll J Lt Canced

6-4. Discovered Addresses

Shift- Ctrl-
Select All Select None

4. , Update

PGP RESETBUIE
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5.
Tools Options General
Prompt to
save/update Discovered Address
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7. (Alarms)

Sniffer Pro
+ Sniffer Expert . Expert
. Sniffer Pro
+ Switch Statistics Alarm Config
Sniffer Pro
, , (beeper) (pager)
Sniffer Pro . Critical/Diag, Major,
Minor, Waning, Informational 5
( Expert ) alarm log ,
Monitor Alarm Log , Alarm rict
’ ( ] ) )
) , :
7-1
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BEE EAHOiE
HE2E =) ez o gl

EQT (1M 9)

05/29,/1998 05:47:29 P Minor

EBroadcast/Mulhicast Stomn
| MNaone | 05/23/1998 05:28:14 P | binor

BEroadcasztdMulticast 5tarm

1]

| »]

L Stauss MEE 21 22 00 28 WE( 8 « S,
DIl 2t SEos SH0S ol BRiL LEE IiIRs HES SWHO Acknowledge M9

7-1. (Alarm Log)

Expert ( )

, Sniffer Pro 4

7-1.

Critical
Critical
Informational
Minor

, Tools Options , Alarm

Define Severity Define Severity - ( 7-2)

Severity
, OK
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. = = =
Threshold: Ower upper limit Critical
Address: Duplicate IP address Mone
Address: Duplicate data in &ddress hook Major cene
Prabe: Mot responding Miror =22
Wsrning Efrind -
Informational e
7-2.
Expert
Expert (symptom diagnosis) Critical/Diag, Major, Minor, Waning,
Informational 5 Symptom
diagnosis Expert summary
Tools/Expert Options/Alarms Alarm Logged YES
Expert , Tools Expert Options
Alarms . 7-3  Alarms
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ey
m
e
i)
@
3
— HJ
in
m
b
TH
i)
i
ps
[0
il
M
A
o2
L
k-
=
¢
Fid
e
Al

+ o
EE T el
1]

T HE 30 2=
FICEe Ry vy

Citicd/Diag—1 ]

Alarm Logged
B OEH MEN Y
BE 1m0 M08
BIEL| YESE 4
HE|(H SN0 B

7-3. Expert

(Critical/Diag, Major, Minor, Waning,

Informational) 4 .

1 .
, Sniffer Pro .
.
.
. (beeper)
.
. Visual Basic SNMO SNMP
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, Tools Options Alarm
Define Actions Define Actions . ( 7-4) Add

BiE SEiE TP Y S

Hiewe Allarm Action

MNEIR =
24 ME

Mew Alarm
ACtion CHS
HIE 9 JE
YHERE 8
SO0ET Add
=5

7-4.
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, Sniffer Pro

Alarm EI

wav
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8. Sniffer Pro

Sniffer Pro IP
. Ping, Trace Route, DNS Lookup, Finger Who Is

Tools Sniffer Pro

Ping

IP Ping
Ping ICMP ECHO RESPONSE
ICMP ECHO REQUEST
. , Ping ’
TTL (Time to Live)
. , Ping  Error: Request timeout
¢ timeout’ 300 msec

8-1 Ping

Bing Olds LCo QA BRI Fing OIEZMOE HES
0 BT F3

BRI 2122 YOS =Y

Command = Yiew  Hep

Reply fIEm 161 .69 .101 .5 byte=-15 tine-7m= TTL-254

. Error: Eeque=st tLinecut

Fing 161.59.101.2
: Error: Fegue=st tinecut

Fing 1e1.59.101.12

Ready

8-1. Ping
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Trace Route

IP Sniffer Pro

Trace Route

P DNS ( 300 msec)
. Trace Route ICMP Trace Route
, Trace Route PC
Trace Route . Trace Route
Table Chart Table Chart

8-2  Trace Route

Trace route BEE HL0HD 2

Trace Route HELHIAY HEE RI0HE =Y

igzusd.

Waiting for reply. ..
|Feply Eron 161.69.32.2581: bytes=0 tine=ln= TTL=0
{Feply fron 161.69.2.252: bytes=0 tins=lns TTL=1
{Heply Eron 161.69.100.5: bytes=10C tine=2m= TTL=-2G4

Bazic Trace route connond conpleted.

HHI UAEG
EIM0rE 238
130T 25

{Jffice host nem=: rnd-rte—e=l . noc. con
Internet address: 161.46% .3.251

{Whois connand issusd.
Waiting for reply. ..

4200 Bohannon Drive
Menlo FPark, CA 34025

Conain Hame: HGC. COM

ZilE HOS0ILE IEWHY Sn 2=

8-2. Trace Route
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DNS Lookup

IP IP , DNS Lookup
. DNS Lookup  DNS DNS Lookup
8-3

DNS Lookup MEAMY HES HR0ms @=

I IRt
IP 48 IE j i i
OpdE 2 ; loolkup command issued. Waiting for reply. ..
{0ffilce host name: atlanti= nge com
Internet addre==: 161.69.100.1
Lookup
=HE FHL
U 2

8-3. DnsLookup

Finger

, Finger
IP
. Query

» Query
Finger Finger . 8-4

Finger HE2PR0IM WHE 20T ==

=5H]] BAE
T 5 K1
= 1208

ER i TTY Tdl=  When  Vhers
4 & Testing Account Fooconsale 2d Fei 11:35 0

conmnand conpleted.

THEE Hi
CHE® 2

8-4. Finger

PP NESHIPRIE
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Who Is

, Who Is

Who Is

Sever

Q)Sniffer

TECHHOLOGIES

ID TCP/IP

Query
, name.dom,
, hetscape.com
Firstname Lastname
ID userid;
, kdhong
Whols . 8-5

HUE HL0HT 28 Whois HEZH0Y HEES =210Y 29

THY W,
HE/mxe
HE, E& :
27 | aiting for Taply. ..
- id.Eal-u. Edvu_ﬁ;ll[EREDd.] =drid@SaHETH . GO
ward Hi =
LB E0" " Dopm St ramt
EEI CupErctino C& 9402%
+1 415 555 4341
Becord  Lle=st uypdated on 27—Howe—35
Latakams LfaEt vdpdated oo d7-Fel—99 4 03 07 E&T.
The Int=rHIC Registrstion Services Host contains OHLY non-mailitsrcy Donsins
fFOC' =, Other assoacisted ¥hois Servers:
drmricean Regimtry For Interoet Hunbsrs vhois sscemr -~ whois omcin.osmt
Eurap=asn IP &ddress Allocaticns whols serwer — whois Tips . net
05 Hilitary ohols seriver — whols. Hic.wil
Fi:‘l.:'ll-_, Edwmrd
Uhois comnand conpl=eted .
8-5. Whois
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Tools

Sniffer Pro Tools

Window DOS

. Tools Customize User Tools Customize

(Alt + 1), (&)
Alt +

Tools , Menu contents
Move UP Move Down

Tools Hiss
Hil= T8
=8 B
e THE e
Utd Mowve UP
E= Movde
Downg 2%

Tools M08
BN Eie & x
T HHEE B : I

K R I

HEJH=C MY, FIEY M20H, 3200 5790 H3et HRE P& Tools HISHM
MEE FIO) BGE E3 AE UEEE Y YT 29

8-6. Tools
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*
*
Sniffer Pro CPU
ATM Ethernet, token ring,
, Tools Packet Generator
. (msec,
% )
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. Animation view

. Detail view
. , Send new frame Packet
Generator Send 1 frame g . 16
Configuration
* ( ) ]
(summary) , Send current frame
=
Send current frame =i
16 configuration .
9-1
Send new frame (Send current frame ) .
D220 (0t SHiE 2 30 48 438 HI HEEF FOHH, UBLZE 0 msec
{delay)Li 100%(8M BET)R &
!]-I::'ﬁ ﬁ%ﬁ enrl new frame
ARHOF
=G ™
a@s
E B
B4E 1
I:I I:Il:I l:l |
o0 Q0 0o o0 oD DO Qo |
o0 00 Od oo oD DO Qo | .o
o0 ad od
i
HHZGIEL O gfE HE YE0H 2 BE MEE M=t Ok 23
9-1.
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, Capture Display ,
, File Open . Send

buffer E . Send current buffer /

9-2  Send current buffer .

Send current buffer

HTH /2
Lz Jasi)a
e Hg
T 23

HITH (T )
lIEE Ha
OHTHOH=
2 L

HL o RS ME0rM OK 8%

LER = mximy
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TECHMOLIDGIE 5

ATM/Gigabit Ethernet

ATM/Gigabit Ethernet ,

ATM Gigabit Ethernet , Tools Packet

Generator

ATMbook “ ATM ” . ATMbook

ATM/Gigabit Ethernet ,

ATM Gigabit Ethernet

ATM -
+ Detail
+ Connections ATM/Gigabit VPI.VCI

Gigabit Ethernet -
¢+ Detail

+ Size Dist.

Packet Setup . Packet Setup

LER = mximy




Generator

Packet Setup
Edit Packet

- Packet Setup

Send 1 frame g

Sniffer

TECHMOLIDGIE 5

Q

, Packet Setup Packet
Send 1 frame g Edit Packet

Edit

(summary) . )
Send current frame
Send Current Packet ==l
Edit
Packet Load Packet Library

Packet Setup , Packet Setup

Send current frame ==

, Packet Setup(*.pks) Setup Open
Packet Setup
, Packet Setup , Packet Load
Packet Setup
Packet Setup
. Packet Setup
+ General . ATMbook
ATM
+ Rate
+ Address (Gigabit Ethernet only)
Address Book 6 , , ,
+ Advanced . ATM
, Gigabit
(timestamp)
« ATM  (ATM only) GFC , PTI , CLP
VPI.VCI , VPI.VCI
+ Gigabit (Gigabit Ethernet only) preamble
113
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CRC
Packet Setup Packet Edit
9-3  Packet Setup ATM
GFC , PTI
, CLP Seup  Paclost

(1e, 10 2 ) Gened | Fas | Advenced ATH I

GFE: PTE L T Hex  Segmestaion

B [0 [0 S0 e paca & AALSHpme

= Bin
s e
!
wA: | vl |33 & Di IZ'.ml ™ Usebst Ui |
VPLVCI . Taalfic: Shaping
VPLVCI I PCR porimp '™ =]
. 15 = SCRMES ecagsy '@  wes [
VPLVCI
List
Dbl
VPLVCI o e |
: S 10000 bk
Aun [ oe ] Cfreel |

Traffic Shapping

. Traffic Shapping Rate Raw cell AALS
Traffic shapping
9-3. ATM/Gigabit
: , CPU ,

ATM /Gigabit

Buffer Setup

+ Sniffer Pro Tools Packet Generator
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, Send Buffer |£|
+ Sniffer Pro Decode ,

, Send Current Buffer

, Buffer Setup . Buffer Setup
) ) . Buffer
Setup 3
+ General . ATMbook
ATM . Gigabit Ethernet
+ Rate
¢+ ATM (ATM only)
(overwrite) . VPI.VCI
, VPI.VCI
+ Address (Gigabit Ethernet only)
Address Book 6 , , ,
+ Gigabit (Gigabit Ethernet only) preamble
CRC
. ATM (trace) , File
Browse
Browse
. , Buffer
9-4 ATM Buffer Setup
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Q

Buffen Salup E
Sebap
Germal| Rate  ATM |
™ Chvemwnke GFCPTICLP G g |
I Crvammbe Ve oo | & b
'y
| = e e B P J
Tretfi=Ghem
F | . |
VPI.VCI K I I | x
VPLVCI
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